
Assessing the Potential 
National Security Impacts 
of U.S. Tech Regulation

o foster domestic competition within the U.S. 
tech sector, Congress is currently considering 
a package of legislative proposals that would 
impose broad new regulatory requirements on 
the largest U.S. tech companies. The proposed 
bills encompass important issues, such as how 

major tech platforms handle the transfer and accessibility of 
users’ data, application downloads, and product preferencing. 

While the pending legislation is primarily concerned with 
addressing domestic competition in the tech sector, several 
provisions—as currently drafted—could bear unintended 
consequences for U.S. national security by exacerbating existing 
vulnerabilities in the domains of data privacy, cybersecurity, 
and the spread of mis- and disinformation. Major technology 
platforms face existing challenges in these spheres, but 
provisions in the pending legislation could carry key security 
implications. Select provisions in certain bills, outlined below, 
would introduce new legal requirements that could facilitate 

data collection by foreign actors, slow major U.S. tech platforms’ 
ability to react to cyberattacks, and make combating mis- and 
disinformation more difficult. Underlying these issues is the 
rising multi-domain threat from a more assertive China, which 
the U.S. Department of Defense listed as the number-one 
priority in its 2022 National Defense Strategy.

The following analysis, produced by FP Analytics with support 
from the Computer Communications Industry Association (CCIA) 
— a trade organization that represents technologies, explores 
key provisions under consideration and potential impacts. While 
comprehensive rules and guidelines for all companies are needed 
to guarantee fair and safe participation in the global technology 
market, it is incumbent upon lawmakers to ensure that proposed 
legislation safeguards against extant and emerging national security 
risks. This analysis and the associated Virtual Dialogues are intended 
to advance discussion and debate on these important issues. 

*The introduction of this brief was updated on June 13th, 2022, following our first 
virtual dialogue. Nothing in the analysis has changed since its original publication. 
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Potential risks introduced: The American Choice 
and Innovation Online Act’s (ACIOA) requirement that 
covered companies must provide data to both domestic 
and foreign companies upon request could compound 
the risk of sensitive data being compromised, including 
personal, corporate, and government data.

Potential national security implications: Globally, 
at least eighty countries,1 including China, India, and 
Brazil, as well as the EU, are enacting comprehensive 
data privacy laws that establish widespread protections 
on how individuals’ data can be collected, stored, and 
transferred. The U.S. lacks similar data protection 
standards, despite numerous past incidents that 
posed a national security risk: such as when China 
used stolen data to expose CIA operatives,2 Chinese 
government agencies profiled prominent Western 
journalists and politicians,3 and Cambridge Analytica 
harvested millions of users’ data leading up to the 
2016 election.4 In the absence of comprehensive data 
privacy laws, personal, corporate, and government data 
collected within the U.S. remains highly accessible. This 
contributes to a thriving secondary market where third-
party data brokers sell extensive data. For example, 
some of the largest U.S. data brokers provide access to 
data on up to 250 million U.S. consumers, composed of 
over 7,000 attributes on each individual available for 
purchase.5 The ACIOA could worsen these risks while 
leaving underlying issues on how data is collected, 
transferred, and secured unaddressed.

Amplifying this issue is the fact that China is creating the 
world’s most sophisticated data collection operation6 and 
collects U.S. citizens’ biometric data,7 voice recordings,8 
and real-time locations.9 Obtained through both 
legal10 and illegal channels,11 this data is being applied 
toward strategic aims, including identifying targets for 
political influence and obtaining intellectual property 
(IP).12 Chinese IP theft is estimated to cost the U.S. up 
to $600 billion per year,13 and protecting IP in cutting-

RELEVANT SECTIONS OF PROPOSED LEGISLATION
n	 American Choice and Innovation Online Act (ACIOA) H.R. 

3816, Section 2 (b) (1), Section 2 (b) (3), Section 2 (b) (4)
n	 Augmenting Compatibility and Competition by Enabling 

Service Switching (ACCESS) Act of 2021 H.R. 3849, Section 3 
(a), Section 3 (b) (1), Section 4 (a), Section 4 (b) (1)

The U.S. lacks comprehensive 
data protections on par with 

other major economies

edge technologies vital to national security, such as 
semiconductors and artificial intelligence (AI), calls for 
stronger data security measures. The regulatory regimes 
in the U.S. and China are such that data collected by 
Chinese companies in the U.S. can be moved directly to 
China and must be turned over to the Chinese government 
upon request. Widespread data collection already poses 
a significant threat to U.S. interests and enabling more 
companies, including ones with Chinese ownership, 
easy access to U.S. citizens, companies, and governments 
agencies’ data could exacerbate this issue. Combating 
this challenge requires enacting and implementing more 
regulatory safeguards and protections on U.S. data prior 
to increasing data sharing requirements.

Major Global Data 
Governance Regulations
The U.S. lacks comprehensive data protections comparable 
to other major economies, putting U.S. data at risk.

CHINA
The Data Security Law (2021)
Expands data localization and data 
transfer rules and imposes penalties for 
violations. Places restrictions on foreign 
companies’ ability to operate in China 
via increased government private-
sector oversight. 14

EUROPEAN UNION
General Data Protection Regulation  
(GDPR) (2018)
Establishes a comprehensive data 
privacy framework for EU citizens 
and businesses. Applies to all data 
intermediaries, requiring them to 
obtain consent before collecting or 
transferring data.

UNITED STATES
Clarifying Lawful Overseas Use of Data  
(CLOUD) (2018)
Permits law enforcement agencies to 
access individuals’ data. There are laws 
that protect particular types of data, but 
the U.S. has no comprehensive federal 
law for data protection.
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Potential risks introduced: Conditioning security 
updates on Federal Trade Commission (FTC) approval 
and requiring major technology platforms to open 
up their operating systems could leave critical 
infrastructure vulnerable.

Potential national security implications: Major 
tech platforms store the personal data of millions of 
Americans15 and are the main contractors currently 
providing cloud hosting infrastructure to government 
agencies16,17 and over a million private-sector 
companies,18 making them integral to data and system 
security. The widespread integration of major tech 
companies’ platforms into the operations of both the 
public and private sector make their ability to secure 
networks and proactively respond to cyberthreats 
with timely updates essential to national security. 
These companies have pledged a combined $30 billion 
investment in cybersecurity19 over the next five years, a 
sixfold increase in the amount the industry contributes 
today20 to strengthen defenses and prepare for evolving 
threats.

Proposed legislation could introduce new avenues for 
bad actors to access major tech platforms’ operating 
systems. Provisions in the Open App Markets Act 
would limit major platforms’ ability to screen apps 
through a centralized app store or pre-install security 
software. On individual devices, this could create new 
risks of users downloading viruses directly onto their 
devices. Provisions in the ACIOA and the Augmenting 
Compatibility and Competition by Enabling Service 
Switching (ACCESS) Act could enable widespread 
access to major platforms’ operating systems through 
their requirements to make these systems widely 
interoperable with any company requesting access. 
On a technical level, the more ways a platform opens 
its system, the more avenues are created for potential 

Cybersecurity vulnerabilities undermine  
the security of critical industries, government  

agencies, and the nation’s infrastructure

abuse and nefarious activity.21 Greater access could 
enable malicious actors to enter the software and back-
end hardware systems supporting sensitive industries. 22

If the ACCESS Act passes in its current form, the 
responsibility for securing data would also be distributed 
across the millions of applications requesting access, 
instead of one centralized platform.23 Further, the 
ACCESS Act conditions platform patches and updates 
on Federal Trade Commission (FTC) review, through 
a newly created technical committee.24 If a major tech 
platform does make an update, it would be responsible 
for proving that it was in the interest of user security, and 
competitors would be able to sue for non-compliance.25 
Conditioning updates on review by a committee that 
includes representatives from competitors, or potential 
justification through a potentially lengthy legal process, 
could delay a timely response to threats and impose 
restrictions that either prevent or actively disincentivize 
major tech platforms from providing robust security.

Major Platforms Cybersecurity 
Investments
As the rate and sophistication of cyberattacks increase, investment 
in cyber defense is crucial. The U.S. spends more than any other 
country, accounting for 76 percent of all global cybersecurity funding 
in 2020.26 The largest technology platforms contribute significantly 
to this, investing a combined $4.7 billion on cybersecurity from 2016 
through 2021.27   
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RELEVANT SECTIONS OF PROPOSED LEGISLATION
n	 American Choice and Innovation Online Act (ACIOA) H.R. 

3816, Section 2 (b) (5), Section 2 (c) (1)
n	 Augmenting Compatibility and Competition by Enabling 

Service Switching (ACCESS) Act of 2021 H.R. 3849, Section 4 
(a), Section 4 (e) (1)

n	 Open App Markets Act S. 2710, Section 3 (d) (2), Section 3 (d) (3)

Investments include 
Amazon, Apple, Alphabet, 
Meta, and Microsoft
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Potential risks introduced: Proposed legislation could 
create new challenges in combating the spread mis- 
and disinformation by conceivably strengthening the 
position of foreign competitors and inhibiting domestic 
platforms’ ability to invest in content moderation.

Potential national security implications: The spread 
of mis- and disinformation across tech platforms 
has posed threats to U.S. security interests abroad 
while inflaming domestic tensions. From Russian 
disinformation campaigns pushing false narratives 
about the 2016 election28 and the invasion of Ukraine,29 
to widespread misinformation about the COVID-19 
pandemic,30 the spread of false narratives and 
propaganda has undermined fact-based discussion on 
key national security issues. Mis- and disinformation 
are prevalent across the nearly five billion31 items shared 
daily by Facebook and 720,000 hours of video content 
uploaded daily to YouTube.32 Major tech platforms 
spend hundreds of millions of dollars annually33 on 
employing human content moderators and developing 
algorithms that can identify falsehoods and hate 
speech.34 For example, Google alone has pledged $300 
million over the next three years to combat online mis- 
and disinformation.35 The scale of these investments 
highlights how severe the issues have become and 
illustrates the efforts necessary to rectify past missteps 
and existing gaps in capabilities. While major tech 
platforms have been used as vehicles to spread mis- and 
disinformation, breaking up these platforms could also 
limit their ability to moderate content across products 
and employ system-wide measures to combat mis- and 
disinformation. 

Proposed U.S. tech regulations set no foundational 
rules for limiting the spread of mis- and disinformation, 
such as instituting identity-verification requirements 
for posting content on major platforms.36 Without 
clear guidelines for preventing the spread of mis- 
and disinformation, strengthening the position of 
competing platforms, which lack the capital to invest 

The digitalization of the global economy and of global 
data management and technology companies has 
brought novel and complex challenges. State and 
non-state actors are increasingly leveraging data and 
tech platforms for strategic competition. Addressing 
data privacy, cybersecurity, and the spread of mis- and 
disinformation requires comprehensive approaches 
applicable across the entire technology sector and 
close public-private collaboration. Major economies 
are imposing stringent rules on competition and 
national strategies aimed at promoting their technology 
sectors. In response, the U.S. will face the challenge 
of safeguarding national interests and investing 
in innovation while avoiding enacting the same 
protectionist policies. Clearly defined measures that 
address underlying and systemic issues pertaining to 
the entire sector will be needed to avoid inadvertently 
introducing new risks that undermine the U.S.’s capacity 
to respond and compete globally. 

The U.S. has not established clear 
standards needed to effectively combat 

online mis- and disinformation

in content moderation or have foreign ownership, 
could magnify existing challenges. Further, new limits 
on major tech platforms to choose which businesses 
they host, which are proposed in the legislation, could 
inhibit their ability to censor known channels of mis- 
and disinformation.37 The U.S. government has an 
opportunity to establish and enforce broad guidelines 
focused on reducing the flow of mis- and disinformation 
within its borders. However, establishing clear 
standards across platforms for how content is 
moderated and prioritized could become increasingly 
difficult if content is fragmented across increasingly 
dispersed platforms. 

ISSUE 3

LOOKING AHEAD

Ongoing debate is essential to 
strengthening technology regulation 
in the interest of national security

RELEVANT SECTIONS OF PROPOSED LEGISLATION
n	 American Choice and Innovation Online Act (ACIOA) H.R. 

3816, Section 2 (a) (3)
n	 Ending Platform Monopolies Act H.R. 3825, Section 2 (a) (1) 
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COVERED PLATFORMS

The legislative provisions discussed in this brief would only apply to 
“covered platforms.” There have been slight variations in definitions 
among laws, but the general definition as laid out in the Platform 
Competition and Opportunity Act of 2021 is a company that: 

n	 Has at least 50,000,000 United States-based monthly active users 
on the online platform; or

n	 Has at least 100,000 United States-based monthly active business 
users on the platform;

n	 Is owned or controlled by a person, with net annual sales, or a 
market capitalization greater than $600,000,000,000, adjusted 
for inflation on the basis of the Consumer Price Index, at the time 
of the Commission’s or the Department of Justice’s designation 
under section 4(a) or any of the two years preceding that time, or 
at any time in the 2 years preceding the filing of a complaint for an 
alleged violation of this Act; and

n	 Is a critical trading partner for the sale or provision of any product 
or service offered on or directly related to the online platform.

PROVISIONS REFERENCED

American Choice and Innovation Online Act (ACIOA) H.R. 3816

n	 Section 2 (a) (3)

(a) Violation.—It shall be unlawful for a person operating a 
covered platform, in or affecting commerce, to engage in any 
conduct in connection with the operation of the covered platform 
that… (3) discriminates among similarly situated business users.

n	 Section 2 (b) (1), (3), (4), (5)

(b) Other Discriminatory Conduct.—It shall be unlawful for a 
person operating a covered platform, in or affecting commerce, 
to—(1) restrict or impede the capacity of a business user to 
access or interoperate with the same platform, operating 
system, hardware and software features that are available to the 
covered platform operator’s own products, services, or lines of 
business; (3) use non-public data obtained from or generated on 
the platform by the activities of a business user or its customers 
that is generated through an interaction with the business user’s 
products or services to offer or support the offering of the covered 
platform operator’s own products or services; (4) restrict or impede 
a business user from accessing data generated on the platform 
by the activities of the business user or its customers through an 
interaction with the business user’s products or services, such as 
contractual or technical restrictions that prevent the portability 
of such data by the business user to other systems or applications; 
(5) restrict or impede covered platform users from un-installing 
software applications that have been preinstalled on the covered 
platform or changing default settings that direct or steer covered 
platform users to products or services offered by the covered 
platform operator;

n	 Section 2 (c) (1)

(c) Affirmative Defense.—(1) IN GENERAL.—Subsection (a) 
and (b) shall not apply if the defendant establishes by clear and 
convincing evidence that the conduct described in subsections (a) 
or (b)— (A) would not result in harm to the competitive process 
by restricting or impeding legitimate activity by business users; 
or (B) was narrowly tailored, could not be achieved through a less 
discriminatory means, was nonpretextual, and was necessary to— 
(i) prevent a violation of, or comply with, Federal or State law; or 
(ii) protect user privacy or other non-public data.

APPENDIX

Augmenting Compatibility and Competition by Enabling 
Service Switching (ACCESS) Act of 2021 H.R. 3849

n	 Section 3 (a)

(a) In General.—A covered platform shall maintain a set of 
transparent, third-party-accessible interfaces (including 
application programming interfaces) to enable the secure transfer 
of data to a user, or with the affirmative consent of a user, to a 
business user at the direction of a user, in a structured, commonly 
used, and machine-readable format that complies with the 
standards issued pursuant to section 6(c).

n	 Section 3 (b) (1)

(b) Data Security.—(1) IN GENERAL.—A competing business or 
a potential competing business that receives ported user data 
from a covered platform shall reasonably secure any user data 
it acquires, and shall take reasonable steps to avoid introducing 
security risks to data or the covered platform’s information 
systems.

n	 Section 4 (a)

(a) In General.—A covered platform shall maintain a set of 
transparent, third-party-accessible interfaces (including 
application programming interfaces) to facilitate and maintain 
interoperability with a competing business or a potential 
competing business that complies with the standards issued 
pursuant to section 6(c).

n	 Section 4 (b) (1)

(b) Data Security.—(1) IN GENERAL.—A competing business or 
a potential competing business that accesses an interoperability 
interface of a covered platform shall reasonably secure any user 
data it acquires, processes, or transmits, and shall take reasonable 
steps to avoid introducing security risks to user data or the covered 
platform’s information systems.

n	 Section 4 (e) (1)

(e) Prohibited Changes To Interfaces.—(1) COMMISSION 
APPROVAL.—A covered platform may make a change that may 
affect its interoperability interface by petitioning the Commission 
to approve a proposed change. The Commission shall allow the 
change if, after consulting with the relevant technical committee 
the Commission concludes that the change is not being made 
with the purpose or effect of unreasonably denying access or 
undermining interoperability for competing businesses or 
potential competing businesses.

Open App Markets Act S. 2710

n	 Section 3 (d) (2), (3)

Interoperability.—A covered company that controls the operating 
system or operating system configuration on which its app store 
operates shall allow and provide readily accessible means for 
users of that operating system to—(2) install third-party apps or 
app stores through means other than its app store; and (3) hide or 
delete apps or app stores provided or preinstalled by the app store 
owner or any of its business partners.

Ending Platform Monopolies Act H.R. 3825

n	 Section 2(a) (1)

(a) Violation.—As of the date an online platform is designated as 
a covered platform under subsection 6(a), it shall be unlawful for 
a covered platform operator to own, control, or have a beneficial 
interest in a line of business other than the covered platform 
that—(1) utilizes the covered platform for the sale or provision of 
products or services.
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